CI SOLUTION Page 1.0f 72

SOFTWARE THAT WORKS

Bl 2= Windows 10
L5 LA Microso
I £:0.Office 365
: % @8 Exchange
- C(I-Mail-Policy 5%

Manual CI-MAIL-POLICY 5

for Microsoft Exchange® 2007 / 2010 / 2013 / 2016 / 2019
Office 365 - Cloud
© ci solution GmbH 2007-2018

Deutsch
3. November 2018
Version 5.0.0

0 6

609465 " 76290

www.ci-solution.com



www.ci-solution.com

CI SOLUTIOnN

SOFTWARE THAT WORKS

Uberzeugen Sie sich von ci solution GmbH

Page 2 of 72

https://www.ci-solution.com/referenzen.html

INNOVATIONSPREIS-IT

BEST OF 2018
oA '_ ﬂ 1A
f'n’l/t’lh‘ﬁlittu:lstancl

COMMUNICATION

INNOVATIONSPREIS-IT

BESTOF 2015

A ittelstand

COMMUNICATION

INNOVATIONSPREIS-IT

BESTOF 2013

l.'m’t”mii:tlal"..'tand

E-BUSINESS

INNOVATIONSPREIS-IT

BEST OF 2017

INDUSTRIE mittelstand
PREIS

BEST OF

COMMUNICATION

INNOVATIONSPREIS-IT

BEST OF 2014
a‘m,gfﬂiﬁ__.

~mittelstand

INDUSTRIE
PREIS

BEST OF

COMMUNICATION

SR

- "Uinittelstand |

INDUSTRIE
PREIS

BEST OF

“Popu¥

INDUSTRIE
PREIS

BEST OF

INDUSTRIE
PREIS

BEST OF

ci solution GmbH
Andreas Stablein Strale 14 - 97820 Remlingen
E-Mail: info@ci-solution.com

Fon: +49 (0) 9369 / 980-441 Fax: +49 (0) 9369 / 980-443

www.ci-solution.com



www.ci-solution.com
mailto:info@ci-solution.com

CI SOLUTIOnN Page 3 of 72

SOFTWARE THAT WORKS

This manual describes the basic functionality of CI-Mail-Policy.
It shows you how to setup the software and how to create rules

and actions using the rule wizzard.

Please feel free to contact us if you have any questions. We’'d be glad to help you implement your

ideas.
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Introduction

Cl-Mail-Policy is a rule-based email action framework for Microsoft Exchange
Servers. It enables you to perform specified actions on incoming and outgoing
emails. CI-Mail-Policy's rules and actions are similar to Microsoft Exchange's
"Transport rule actions" — but a lot more flexible.

As a service running on your Exchange Server, Cl-Mail-Policy takes action on
emails while they are in transit - being sent from A to B. This allows you to
interfere and act on emails without the sender or receiver being able to prevent it.

It is therefore absolutely device independent.

Some examples of what you can do with CI-Mail-Policy:

Add a legal disclaimer to messages as they're sent to external recipients.

Add an email signature to all emails with dynamic user data from Active
Directory (name, contact information, logo, etc.)

Time-based email signature marketing campaigns. Add Banners, promote
products & upcoming events.

Remove email signatures from internally sent emails.
Monitor emails for specific content and take action on them.

Remove attachments from emails, save them to a file server and include a
link.

And many more---

vV vVVvVYVvYy VvV VY

The framework-based design of Cl-Mail-Policy allows you to create countless

individual rule/action pairs to monitor and act upon emails when necessary.

ClI-Mail-Policy can be used with the licenses for Cl archives and CI-Sign to a
limited extent, this mode to basic functions, in addition to Cl-Archive or Cl-
Sign, be used. A valid Cl-Mail-Policy License for full functionality is required,
we offer a bundle.

www.ci-solution.com
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System Requirements

It's our philosophy to provide current and up to date software. Be sure to keep
your Server (which is the base our software runs on) up to date, to ensure

compatibility and to benefit from the latest features.

Minimum System Requirements:

» .NET Framework 4.6 latest Service Pack
P Microsoft Exchange Server Version 2013 CU 21
» Windows Server 2008R2 or higher. (For Server 2008 run CI-Mail-Policy V3)

Important: When running the latest version of Cl-Mail-Policy you should also be
sure to use the latest Service Packs for Exchange Server and .Net Framework. In
general, the release date of the CI-Mail-Policy version should be as close as

possible to the release date of the Exchange Rollup / Cumulative Update.

Here you can a revision history for Exchange:
http://technet.microsoft.com/de-de/library/hh135098(v=exchg.150) .aspx

You are running older Exchange Server versions?

Contact us. We have older versions of Cl-Mail-Policy, we can provide on demand.

www.ci-solution.com
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Installation

During installation the CI-Mail-Policy Administration Console is installed next to
the Service. A server reboot is usually not necessary.
To get started, download and unzip the software package from our website

(http://en.ci-solution.com/ci-mail-policy/download/). Beware: we provide

different installation packages for each Exchange Server Version. Please choose
accordingly.
Before installing ClI-Mail-Policy, please be sure to fulfill the pre-installation tasks

as described below.

Pre-Installation Requirements / Tasks

Please fulfill these requirements before installing Cl-Mail-Policy:
1. Create a new user with mailbox called “mailpolicy”.
2. Add the new user to the groups "Domain users" and "Exchange Servers".
You should not add the user to further groups; this is rather

counterproductive.

Mail Policy Properties [ » S| “Mail Policy Properties [
Remote control |  Remote Deskiop Services Profile. | COM= Remote control | Remote Desktop Services Profile | COM+
Member Of | Dial4n | Environment | Sessions General l Address [ Account I Profile I Telephones l Organization
General | Address | Account | Profle | Telephones | Organization Member Of ‘ Dialin I Environment 1 Sessions
User logon name: Member of :
|I'I'IEIi||:‘0|icfx‘r | | @cien local v | Name Active Directory Domain Services Folder
Domain Users cien local/Users

R A— [Domain Users  cenlocal/llsers |

2t Do i Mo ) Exchange Servers  cien local/Microsoft Exchange Security Groups
EED | [mailpolicy |
| Logon Hours... | | Log On To... |

] Unlock account

Account options:
[ User must change password at next logon Bl Add | l A
I emove

[] User cannot change passwond

Password never expires

[ Store password using reversible encryption w Primary group: Domain Users
Account expires S B There is no need to change Primary group unless
@ N s i i you have Macintosh clients or POSIX-compliant
(®) Never %

_ applications.

O End of Fiday . December 19. 2014 B-|

oK || Cancel Apply Help oK || Cancel Apply Help

www.ci-solution.com
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Install the Software

We provide different installation packages for each Exchange Server Version.

Choose the package accordingly.

We recommend that you disable the UAC at least for the duration of the

installation.

1. Run the setup (.msi file) and @E:l iy
follow the instructions until SOERAEEITORE

you reach the screen below.
password of the user you've
just created (“mailpolicy”).

Also enter the domain — as

mailpolicy

full qualified domain name.

CI-SOLUTION. local

If the installer could not create and connect to Receive Connector, you will not be
able to continue setup. See chapter how to create the Receive Connector

manually.

Upon successfull installation the Microsoft Exchange Transport service will get
restarted. Don’t worry about it--- Emails will continue to get processed after the
service has been restarted. In rare cases, it is necessary to restart the server.

Note: The (automatically) created Receive Connector

“ClMailPolicyReceiverConnector” will not be removed when uninstalling ClI-Mail-

Policy. You must remove it manually.

www.ci-solution.com
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After the Installation - Impersonation for Exchange

If you wish to update “sent items” after adding legal disclaimers or signatures to
emails, the “mailpolicy” user must be assigned to the Exchange Management
Role “Applicationimpersonation” which enables users/applications to
impersonate other users in an organization to perform tasks on behalf of the user.
To assign “Applicationlmpersonation” to the user “mailpolicy” execute the

following Cmdlet in the Microsoft Exchange Management Shell:

New-ManagementRoleAssignment -name:mailPolicyAssigment -Role:ApplicationImpersonation
-user: "mailpolicy"

It may take up to 15 minutes until permissions are fully passed through. Perform
an IS Reset to speed things up if necessary. Also keep in mind, that updating
“sent items” is a subsequent process. You'll see the update in “sent items” about

2 — 5 minutes after the mail has been sent.

www.ci-solution.com
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Update Cl-Mail-Policy

First, uninstall the old version of ClI-Mail-Policy.

Your settings will remain unchanged.

Uninstall CI-Mail-Policy using Control Panel > Programs and Features. Now

install the latest release. A reboot is usually not required — but does no harm

either.
= ‘Programs and Features
f(:-l bl |@ <« All Control Panel ltems » Programs and Features v ¢ ‘ Search Programs and Features 0
Control Panel Home g
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
@) Turn Windows features on or
ot Organize ¥ age  Repair = v @
Install a program from the E : :
et Name Publisher ‘:_
[ BlackBerry ® Enterprise Se inistrati Resea i —
i ¥ Cl-Mail-Policy ci solution GmbH
{8 Dotfuscator Software Services - Community Edition PreEmptive Solutions
= ROV e~ - - - -
<| m [ >
R ci solution GmbH Product version:  2.0.6
? Help link: http://www.ci-solution.com/

Howto: Backup Cl-Mail-Policy Settings
On Menu in the admin console of CI-Mail-Policy. Hit “export”to save settings

(rules & user filters) in an XML file.

B | Ci-Mail-Policy Administration Consde ° e
?’iII it e

Mail Policy State: - Inaktiv _— _, Export Import v Apply Settings
Rule(s) List Rule Details Direction Conditions Actions Classes Test

LTRSS R, Add Disclaimer

Add Disclaimer - -
Note: Dsiclaimer for internal and external Mails

Rules & Actions

Userfilters

I

EBUGMODE Registered to Autohaus Jacob Fleischhauer GmbH Co. KG - Kéin

www.ci-solution.com
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Exchange Updates and Service Packs (CUs, RUs)

All major Exchange updates which are full builds, such as Service
Packs and Cumulative Updates (CUs), require you to reinstall Cl-
Mail-Policy

All major Exchange updates which are full builds, such as Service Packs and
Cumulative Updates (CUs), require you to reinstall Cl-Mail-Policy. This is also
the case if an update provides new Exchange DLLs. The reinstallation enforces
Cl-Mail-Policy to use the latest Exchange DLLs, which is important for it to work
properly.

www.ci-solution.com
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Basics
Administration Console R =i oty |

Click “Cl-Mail-Policy” icon to launch the

administration console.

You will be asked to enter a password —
which is empty at first login.
You can set a password in the settings of

the administration console or add users for . .
ci solution

| ogon. Cl-Mail-Palicy ©2007-2018 | Version 5.000

9 Username | Admin

Passwork
The Version is displayed in this Screen,
& werhinden ¥ Abbrechen
too.
Cl-Mail-Policy - Set Rules - Get Action ® ci solution GmbH 2007-2017 Help
?.: Connect to Server & % Export/Import ~ -El Exit
Cl-Mail-Pelicy - Admini i le not cted to Server. Einstellungen zuleizt gespeichert:
It's not need to be connected to the Server for changing and apply the settings. Sorntag. 26. November 2017 13:04:43

_ Details Direction Conditions Actions  Classes

e-grx i

Mame: Disclaimer anfagen

Note:

o Span
& Test fir speziellen Benutzer MB
& Anlagen in Pfad speichem
1§ Bereich Léschen
& convert to himl Summary: Details ‘| 100%
& ChangeSender
Disclzimer anfligen
& header
& Autoresponder
& Arlage loschen
&' Signatur anfugenimg)
& MailPolicy_TXT_2_HTML
¥ MailPolicy_Mobile Devices
Registration a“ MailPalicy_Disclaimer
& Kopie senden
g Signatur (Demo) | convert message to
o Testauto i
and message body not
' Delete ReadMoty . senderinuserfilter _ __ | contains HRB-9162". | _

13’ New Blank Rule “Manfred Bittner” | Searchaboveforward |

lire ind add cust
£ Disclaimer anfiigen MG adlsdailr:;m

¥ Ext f OOF Message message.
& Aesender andem

@Mmmnder Feiettag

& Test NG

& Test MG 2

o Test MG 3- Barner

Userfiltars

Sign

Replacements.

Externally Sent
Internally Sent

cisolutionGmbH - Cl-Mail -Policy OFFLINE MODE Registration: Registered to ci solutionGmbH - Remlingen Product Type: Cl-Mail Policy

You are on the main screen of the software.

www.ci-solution.com
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On the desk of CI-Mail-Policy state
you can stop the execution of the

il polcy tate: | Enabled

rules. The service will not stop here!

More domains (internal): are multiple Exchange servers internally then further
domains can be specified. These tabs inserted here using the following syntax:
domain.local.

If the Exchange Server is in a different domain, can

Cl-Mail-Policy - Set

be specified here, in which for example users were |~ Qs Connecttoserver

o BL, C-Meil-Policy - Administrati not dto Se
0 520 it not need to be connected tothe Server for changing and apply the sett

©C-Za%x 1t

found.

@ Rules & Actions

@' Spam

4 Testfir spezielien Benutzer MB
&' Aniagen n Pfad spechem

' Bereich Léschen

& convert to html

&' ChangeSender

Rules
Signatures & Marketing

Use meaningful names. To facilitate to the

Replacements

overview! &
. . §’ Atoresponder
Different tests can a rule here enabled/disabled Pratute
&' Signatur anfuigening)
are. (Activated when the hook is set.) e
& MaiPolcy_Disclaimer
After a change in the main screen is stored here S nsnse
ignatur (Demo)
. o Testauo
automatically. f Dsee Festaty
4" New Blank Rule

@ Disclaimer arfiigen MG
& Ext f OOF Message
&' Aosendsr andem

&' Autoresponder Feiettag
o Test MG

o Test MG 2

&' Test MG 3- Banner

To recreate a rule to edit or delete, use the
appropriate buttons.

The process can be optimized accordingly by
means of the order, because it more make no
sense, for example, according to a specific rule or more to define checks the

sequence can be aborted by means of an action.

www.ci-solution.com
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User filter

Each rule can get a user filter as a condition or

v ?‘: Connect to Server

exception. Thus, you can set whether this E-Mail [ By o Mui-polic - Administmionconsole not connected t 5o

applies to mask (E.g. *@ci-solution.com), a user, a

group, or an OU.

PAutoresponder Feietag
 Autrespender INFO

& Info Maibbox

& Marfred Bittner

€ Matin Ginther

< New User Filter

% OU Algemein

The filter can also consist of a combination of

(group/0OU)
Thus, a test of the rules can be!

§ sign_maipolicy
& Vertish

Important: The user must be a direct member of
the corresponding. Be group or OU. Nestings are
not resolved.

If you want the software first extensively testing,
we recommend this first on a certain group of
einzuschrancken. Thus, you can test alone, without

involving the entire company immediately.

www.ci-solution.com
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The following example defines a group named sales.
In this example, the Group sales is included.

Define Userfilter - M X

Jserfilter name: Vertrieb

Emailmasks ADGroups ADLUsers Organisational Units

| Use Active Directory Groups in User Filter

ga Mame DistinguishedName Aidd -
Vertriebk  CN=Vertrieb, CN=Users, DC=cix, DC=local
Deletz
¥ ok »® Cancel

Cl-Mail-Policy ©ci solution 2007-2017

The forms are largely self-explanatory and contain the forms appropriate

examples and instructions.

We recommend using, since you can simply work to achieve appropriate results in
your Active Directory group. As soon as you 'down break up on the users' they

need to configure if necessary in Cl-Mail-Policy!

www.ci-solution.com
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Installation in the Cloud

Page 16 of 72

Cl-Mail-Policy Version 4.x support cloud environments. Here two scenarios are

supported
1. Exchange Online (Office 365)

2. Hybrid environments with Local Exchange (Exchange on premise) and

Exchange Online (Office 365)

The installation differs depending on the above variant.

You need a Certificate. You can buy it for 50-80 Dollar/Year, if you haven’t a own.
We have buy one at SSL-TRUST.COM (for 50 Euro/year with 3 years time).

&

Internetinformationsdienste (I1S)-Manager
f@ 7

0 [% ) cooere

Datei  Ansicht 7

Verbindungen g.
. EL i
Q- 2 % CI2012R2 Startseite
&5 Startseite X —
| AT Fitter: = W Start - (g Alle anzeigen | Gruppieren nach: Bereich - [~
i [} Anwendungspools ASP.INET
I+ -[8] Sites m 4 q
=N
9 ¢ & =%
MET-Auterisierun... MET-Fehlerseiten NET-Globalisierung NET-Kempilierung MET-Vertrauense..,
= E| ) f—
ab & = &
Anbieter Anwendungseinst... Computerschlissel Seiten und Sitzungszustand
Steuerelemente
[+]
o ab
SMTP-E-Mail Verbindungszeich...
s
=1 o= e | @ Rt
Lé3 = Xy = i-ﬂ
Ablaufverfolgungs... Anforderungsfilte..  Arbeitsprozesse SP Ausgabezwischen...
fur Anforderungsf...
Ca insls B 1=y,
& 2 & 2
Authentifizierung Fehlerseiten Handlerzuordnun... HTTP-Antworthea... HTTP-Umleitung
- ~ o n
g 1 g i &
ISAPI- und ISAP|-Filter Komprimierung MIME-Typ Module
CGl-Einschrinkun...
Protokollierung  : Serverzertifikate | Standarddokument Verzeichnis
durchsuchen
< m > [l Ansicht "Features” (= Ansicht "Inhalt"
Bereit

Feature 6ffnen

Server verwalten

Meu starten

Beenden

Anwendungspools anzeigen
Sites anzeigen

Bereitstellen £

48 Serverpaket exportieren...
[y Server- oder Sitepaket
importieren...
NET Framework-Version
andern
Meue
Q  Webplattformkomponenten
abrufen

@ Hilfe

!
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“E Internetinformationsdienste (11S)-Manager == -
@ 0 % conme [@ <[t @-
Datei  Ansicht 7
Verbindungen - . Alctionen
— @ serverzertifikate :
< - & 1 Importieren...
ﬁ:_i_i Startseite E Mit dieser Funktion kennen Sie Zertifikate anfordern und verwalten, die der Webserver bei far SSL konfigurierten Websites Zertifikstanforderung
4 --ﬁj CI2012R2 (CITEST\Administra verwenden kann. erstellen...
L Anwendungspools Zertifikatanforderung
b -[8] Sites Filter: - Start %A”E anzeigen | Gruppieren nach: Keine Gruppierung = abschlieBen..
MName - Ausgestellt fir Ausgestellt van Abl Do
CI2012R2.CITEST.local CITEST-CI2012R2-CA 06." Selbstsigniertes Zertifikat
CITEST-CI2012R2-CA CITEST-CI2012R2-CA 20. erstellen.. SR
: manfred buettner relay relay.dokmgm.de COMODO RSA Organization Validation Secure Server CA 09, Anzeigen...
Exportieren...
Emeuern...
K Entfernen
Automatische erneute
Bindung des erneuerten
Zertifikats aktivieren
@ Hire
< m >
< m 51 [E] Ansicht "Features" || 2 Ansicht "Inhalt"
Bereit QEI
See here, VALIDDATE.
relay.dokmgm.de COMODO RSA Organization Validation Secure Server CA 09,12,2019 00:59:59

Installation for Exchange Online (Office 365)
environment

For pure Exchange Online environments, you need in your local network a SMTP
Relay Server (also called smart host). When sending the e-mails are routed
through this server. At this point Cl-Mail-Policy adds email signatures /
disclaimer to the e-mails to.

Install and configure SMTP-Relay Server

www.ci-solution.com
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The SMTP Relay Server must be installed on a domain controller on the local
network. Make sure that the following, "features" on the server are installed or
install them.

e .NET Framework 3.5-Functions
o SMTP Server

Features auswahlen ZELSERVER

CISRV2012.cixlocal

Vorbereitung Wahlen 5ie die auf dem ausgewahlten Server zu installierenden Features aus.

Installationstyp Features Beschreibung

[ EINNET Framework 3.5-Funktionen (Installiert) Ttk S kombinicrtidie
Serverrollen Leistung der .NET Framework 2.0-APls
B [wl .NET Framework 4.5-Funktionen (Installiert) mit neuen Technologien zum Erstellen

b Benutzeroberflichen und Infrastruktur (Installiert) von Anwendungen, die attraktive
[] BitLocker-Laufwerkverschldsselung Lo R i)

. Informationen zur persénlichen
[ BitLocker-Netzwerkentsperrung Identitdt des Kunden schiitzen,

ATATAACAATATAIAIAIAIAIAIAIIINIA LAUACA TR

Serverzuswahl

| < Zuriick | | Weiter > | | Installieren | | Abbrechen

Features auswahlen ZIELSERVER

CI2012R2 CITEST local

vorbereitung Wahlen Sie die auf dem ausgewsahlten Server zu installierenden Features aus.

Installationstyp Features Beschreibung
Serverauswahl

[] Remoteunterstitzung SMTF{ Server supports the h'ansfer of
e-mail messages between e-mail
systems,

servarrolien RPC-iber-HTTP-Proxy (Instzlliert)

] SMB Bandwidth Limit

SMTP-Server (Installiert]

- [] SMMP-Dienst
[] Standardbasierte Windows-Speicherverwaltung

| < Zuriick | | Weiter > | | Installieren | | Abbrechen |

www.ci-solution.com
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After successful installation of the components, start the "Internet Information
Services 6.0" configuration interface (pay attention to the "6.0", because in the

other console you can’t find).

¥9 Datei Aktion Ansicht Fenster 7

e« HE B HE » =

& Internetinformationsdienste Mame
A ? C12012R2 (lokaler Computer) ‘% Domdnen
4 2 [SMTP Virtual Server 211 R

% Doménen starten

€ Aktuelle Sitzungen Beenden
Anhalten
Meu r Virtueller Server...
Ansicht ¥
Meues Fenster hier affnen
Umbenennen
Altualisieren

Create a new virtual server. Rename this order in "CIMailPolicyCloudConnector".

Aligemein | Zugrf | Nachrichten | Zustellung | LDAP-Routing | Sicherheit

% CIMailPolicyCloudConnector

Vollqualfizieter Domanenname:

Open properties of the server. rlay dokamgm de

IP-Adresse:

(Keine zugewiesen)

™ Anzahl der Verbindungen sinschranken auf: I

Timeout fiir Verbindungen (Minuten): Im
o, ng
Aldtives Protokolformat:
[WaC et S EE——
| OK | | Abbrechen | |Ubemehmen‘ | Hitfe |

Open the properties of the server. Navigate to access -> Connection and check

properties.

www.ci-solution.com
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Eigenschaften von CIMailPolicyCloudConnector ? x

Algemein | Zugrif | Nachrichten | Zustellung | LDAP-Routing | Sicherheit |

r— Zugriffssteuerung

Die Authentifizierungsmethoden fiir diese §
Ressource bearbeiten. Authentifizienung |

i~ Sichere: Kommunikation

Ein TLS-Zetifikat mit Ablaufdatum wurde 08.12.2019
gefunden:

I~ TLSVerschliisselung anfordem

i Verbindungsoptionen

Auswahlen, welche Computer auf diesen vituellen Server zugreffen dirfen:
€ Nur Computerin der Liste unten

& Mle, mit Ausnahme der Computer in der Liste unten

Computer:
Zugriff IP-Adresse (Mask)/Domanenname:
Hinzuflgen | Entfernen |

Zugiff auf diese Ressource aufgrund von
IP-Adressen oder Intemetdomanennamen
gewahren oder verweigem.

i Relayeinschrankungen
Berechtigungen zum Relay von E-Mail uber Rel
diesen vituellen SMTP-Server gewahren i |
oder verweigem
0K ‘ ‘ Abbrechen ‘ ‘ Ubemehmen | ‘ Hife

0K I Abbrechen Hitfe

Page 20 of 72
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Check now Relay:---
Eigenschaften von CIMailPolicyCloudConnector ? 25

| Algemein | Zugrff | Nachrichten | Zustellung | LDAP-Routing | Sicherhett | Legen Sie fest, welchen Computem das Relay iiber diesen vituellen Server
eraubt ist:
— Zugriffast
grissiEuEnng . [ " Mur Computerin der Liste unten ]
Die Authentifizierungsmethoden fir diese Authentifizi
Bessource bearbeten. e " Alle, mit Ausnahme der Computerin der Liste unten

Computer:

Zugriff | |P-Adresse (Mask)/Domanenname
& Gewahrt 127.0.0.1

& Gewahrt 192.168.0.243

r Sichere Kommunilcation

Ein TLS-Zertifilkcat mit Ablaufdatum wurde 08.12.2019
gefunden:

[~ TL5-Verschiisselung arfordem

& Gewahrt “.outlook.com
& Gewahrt office 365 .com
& Gewahrt outlock com

— Werbindungsoptionen

Zugriff auf diese Ressource aufgrund von Verbindung... | Hinzufigen... | Entfernen |

IP—A&!r&Bsen oder Intemetdomanennamen
gewshren oder verweigem. [+ Jedem Computer, der efolgreich authentffiziert ist, unabhangig von der ]

Liste oben das Relay erdauben.

— Relayeinschrankungen

Berechti Rel E-Mail aber QK Abbrechi

e witselon SMTP-Sorver gowamen | Pl | I =

oder verweigem.

oK | | Abbrechen | |Ubemehmen| | Hiffe: |
| Mllgemein | Zugiff | Nachrichten | Zustellung | LDAP-Routing | Sicherheit |

Geben 5Sie die folgenden Messaginginformationen an.
[~ Machrchtengrife beschranken auf (KB): IE'IME
[™ Sitzungsardle beschranken auf (KB): I'I{I'Z-i'l}
[~ Zahl der Nachrichten pro Verbindung beschranken auf: IE‘D

. = : = L I1{|.[|.

Nawgate to [~ Zahl der Empfanger pro Verbindung beschranken auf:

I\/Iessages“. Deactivate Kopie von Unzustellbarceitsberchten senden an:

all restrictions. I
Badmailverzeichnis:

|c:x|ne¢pubwnai|mmxaadmai| Durchsuchen... |

oK | | Abbrechen | |Ubemehmen| | Hiffe
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We use her the global Office 365 Administrator. For resend you need SendAs-
Rights

Eigenschaften von CIMailPolicyCloudConnector ? z

—
[ Angemein | Zugnff | Nachrchten|| Zustelung L DAP-Routng | Sicheret |

[ Ausgehend  Anorymer Zugrff
Erstes Wiederholungsintervall {min): 4 Woeder Benutzemame noch Kenrwort ist erfordedich.
Zweites Wiederholungsintervall {min): 30 ' Standardauthentffizierung
Das Kennwort wird mithife von Standardbefehlen unverschlisselt dber
Drittes Wiederholungsintervall {min): 60 das Netzwerk gesendet.

Nachfolgende Wiederolungsintervalle min): {240 Benutzemame: Im.bueﬂner@dokmgm_de Durchsuchen... |
Benachrichtigung bei Verzogerung 12 Stunden ,l Kennwaort: I
Ablauftimeout : 2 m  Integrierte Windows-Authentifizienang

Client und Server handeln die Windows Security Support
Provider-Schnittstelle aus

~Lokal
Konto: I Durchzuchen... |
12 5

Benachrichtigung bei Verzdgerung

Ablauftimeout 2 Tage -
¥ TLS-Verschlisselung

| Ausgehende Sicherheit... I HAusgehende Verbindungen. .. | Erweitert... |
oK I Abbrechen Hitfe

‘ oK | | Abbrechen | ‘Ubemehmen| | Hiffe: |

Fennwort:

Eigenschaften von CIMailPolicyCloudConnector ? £

[ Aigemein | Zugrff | Nachrichten | Zustellung [LDAP-Routing | Sicherheit |
—

— Ausgehend
Erstes Wiederholungsintervall {min): l"_
Zweites Wiederholungsintervall (min): l-:m_
Drittes Wiederholungsintervall (min}: lm_

V¥ Anzahl der Verbindungen einschranken auf
Nachfolgende Wiederholungsintervalle {min): (240

Benachrichtigung bei Verzégenung: 12 Stunden -
Ablauftimeout: 2 Tage -

~Lokal

Benachrichtigung bei Verzégenng: 12 Stunden OK I Ahbrechen | Hiffe:
Ablauftimeout: 2 Tage -

Ausgehende Sicherheit ... I Ausgehende Verbindungen... I Erweitert... |

| OK | | Abbrechen | |Ubemehmen| | Hilie |

Timeout (Minuten):

¥ Verbindungsanzahl pro Domane beschranken auf:

TCP-Port:

Eigenschaften von CIMailPolicyCloudConnector ? B

—
Allgemein | Zugriff | Nachrichter] | Zustelung [LDAP-Routing | Sicherheit |
| S

r— Ausgehend
Erstes Wiederholungsintervall (min): |4 Maxdmale Anzahl der Hops:
100}
Zweites Wiederholungsintervall (min): |3D
Maskeradendomane:
Drittes Wiederholungsirtervall (min): Ieﬂ I
Machfolgende Wiedertholungsintervalle fmin): |240 e T

Benachrichtigung bei Verzégerung: I12 Stunden vl Irday.dukmgm de DNS dbemnifen |
" I Smarthost:
Ablauftimeot: 2 Tage vl
Isnﬂp.oﬁice.?'ﬁ&com

r Lokal r Direkte Ubermittiung versuchen, bevor zum Smarthost

gesendet wird
Benachrichtigung bei Verzogerung: |12 Stunden 'l
Ablauftimeout: |2 Tage 'I

Ausgehende Sicherheit.. | Ausgehende Verbindungen... |I Erweitert... " ’TI Abbrechen

™ Reverse-DNS-Lookup an eingehenden Nachrichten durchfiihren

oK | | Abbrechen | |Ubamehmen| | Hife |
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| Algemein | Zugrff | Machrichten | Zustellung | LDAP-Routing | Sicherheit [ Algemein | Zugrff | Nachrichten | Zustelung | LDAP-Routing | Sicherheit |

[~ LDAP-Routing aktiviersn Diesen Windows-Benutzerkonten Operatorberechtigungen gewahren.
Server Cperatoren:

Schema:
IActi\re Directory

{@ NT-AUTORITAT \Lokaler Dienst
{@ NT-AUTORITAT Netzwerkdienst

Bindung:

Iﬂnon)fm
Domane
I Hinzufligen.. Entfernen

Benutzemame:

Kenrwort:

| [ Apbrechen | | Ubemenmen | [ Hife 0K | [ Abbrechen | | Ubemehmen | |

A vie to the queue if a mail is incoming and in progress.

Start Freigeben Ansicht

@ - 4 |_h ¥ Dieser PC » Lokaler Datentrdger (C:) » inetpub » rmailroot » Cueue
ﬁ Favoriten Mame Anderungsdatum Typ
B Desktop .:ﬂ MTF5_65dcd35601d2513e00000002.EML 08.12.2016 11:32 EML-Datei
.j. Downloads

"5l Zuletzt besucht

1M Dieser PC

(£ Bilder

._E Desktop
E Dokumente

,j. Downloads

W Musik

B Videos

a Lokaler Datentrager
ca Velume (E:)

f! Metmwerk
M tsclient
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Install Cl-Mail-Policy
After completing the preparations, you now run the setup of Cl-Mail-Policy. Enter

the user data of the previously created user.

E Exchange 2007 / 2010 / 2013 / 2016

Administrator

CITEST.LOCAL

192.168.0.243

Configure Exchange Online for the use of SMTP relays

www.ci-solution.com
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Office 365 Connectors and Rules

For routing of e-mail through the local server, we need:
e (Send) Connector to send emails to the local server (smart host)
e Transport Rule, which forwards e-mails to the Send Connector
e (Receive-) Connector to receive the e-mails (from the local server) to re-

send

(Send-) Connector to send emails to the local server (smart host)
Go to the Office 365 Exchange Admin Center> Message Flow> Connectors.

Create a new connector.

Meuer Connector - Microsoft Edge = O *
| IEl] outlook.office365.com/ecp/Connectors/ConnectorSelection.aspx?regld = 14615943300068 pwmcid=48Return

Wahlen Sie Ihr Nachrichtenubermittlungsszenario aus

Geben Sie lhr Machrichtendbermittiungsszenaric an, und wir informieren Sie, ob Sie einen i
Connector einrichten missen. Weitere Informationen G‘Fﬁu: 365: Ihr Cloud-E-
Mail-Abonnement.
Von:
| = | E-Mail-Server lhrer
Office 365 VGH d er C |’O 7 d an Grgapisaﬁnn: Dies i;t £in
E-Mail-Server, den Sie
An; verwalten. Haufig wird
) v . g wird er
|E-Mai|—5er\rer Ihrer Organisation V| d(_’.lf\. rOkare‘n SEVV\‘.’-V- ¢ als lokaler Server
\ bezeichnet,
‘ Weiter ‘ | Abbrechen |

The first step is to specify the transmission direction. From Office 365 to the local
server.

Therefore, this is referred to as "Send-Connector".

www.ci-solution.com
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Meuer Connector - Microsoft Edge

| |E"| outlock.office365.com/ecp/Connectors/OutboundConnector.aspx?ConnectorType=CnPren

MNeuer Connector

Dieser Connector ermaglicht Office 365 das Zustellen von E-Mails an
den E-Mail-Server lhrer Organisation,

*Mame:

Send to local Exchange Server

Beschreibung:

AT AT AT AT AT TN TN TN AN TN TN TN TN TN IR ININIAIINIOIOINININNY
EAYAVAVAVA VL VA VA Ve VaVaVa VAV Ve Ve VaVaVaVAVAYAYA VA VA Ve Ve Ve vy

= O Pt

Weiter

Abbrechen

Enter a descriptive name. The name has no function otherwise.
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Connector bearbeiten - Microsoft Edge = O X

| |E"| outlock.office365.com/ecp/Connectors/CutboundConnector.aspx?regld=1461592 141683

Connector bearbeiten

s "

Wann mochten Sie diesen Connector verwenden? Wihlen Sie diese Option

< nur aus, wenn 5ie ging

i Mur, wenn ich eine Tran sportregel eingerichtet habe, die Regel erstellt haben, die

Machrchten an diesen Connector umleitet E-Mails an diesen
Connector umleitet.

() Fiir an alle akzeptierten Domanen in lhrer Organisation

dete E-Mail . )
gesendete ais Weitere Informationen

() Mur, wenn E-Mails an diese Dominen gesendet werden

R N N N N Y Y Y Y Y Y Y Y Y Y Y Y Y Y VRV VAV
Zuriick Weiter Abbrechen

Select here "Only when | have set up a transport rule that redirects to that
connector".

Thorough the transport rule only specific emails are forwarded to the connector.

Connector bearbeiten - Microsoft Edge = O o

| |E'| outlook.office265.com/ecp/Connectors/OutboundConnector.aspx?regld=1461592141683!

Connector bearbeiten

Wie mochten Sie E-Mails weiterleiten?

Geben Sie mindestens einen Smarthost an, an den Office 365 E-Mails
zustellen soll. Ein Smarthost ist ein alternativer Server und kanm mithilfe
eines vollgualifizierten Domanennamens (FODN) oder einer [P-Adresse
identifiziert werden. Weitere Informationen

+ # — Hier lhre Domain oder IP eintragen

Zuriick Weiter Abbrechen

Here you enter the fully-qualified domain name or the local server |IP address
(smarthost).

The appropriate ports (SMTP, TLS) must be open.
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Connector bearbeiten - Microsoft Edge — O >
| |E"| outlock.office365.com/ecp/Connectors/CutboundConnector.aspx?regld=1461592 141683

Connector bearbeiten

Wie sollte Office 365 eine Verbindung mit lhrem E-Mail-Server TLS ist ein
herstellen? Sicherheitsprotokoll, das
hilft, E-Mails sicher zu
<7 Immer TLS (Transport Layer Security) zum Sichern der < verschlisseln und
Verbindung verwenden (empfohlen) zuzustellen, sodass

Yerbindung nur herstellen, wenn das Zertifikat des E-Mail-Servers niemand ;—quer .ﬁ.bserjlder
des Empfangers dieses Kriterium erfiillt und Empfanger auf die

@® Alle digitalen Zertifikate, einschlieBlich selbstsignierter Nachricht zugreifen bzw.
Zertifikate dieze manlp?ulleren kann.

NAVAAAAANAAAAAAAANAAAAANEFR SR REEREPIIA A A
MAVAVAV AV ANV AV VAV ANV AV AV AV AVAVAVAVAVAVANV AW ANV AV VAV,

Zuriick Weiter Abbrechen

Use TLS to send encrypted emails.

(Receive-) Connector for receiving e-mails (from the local server)

Now you create an additional connector to receive emails.

Meuer Connector - Microsoft Edge = O >
‘ E'| outlook.office365.com/ecp/Connectors/ConnectorSelection.aspx?reqld=14615946013758&pwmcid=78Return

Wahlen Sie Ihr Nachrichtentbermittiungsszenario aus

Geben Sie lhr Nachrichtendbermittiungsszenane an, und wir informieren Sie, ob Sie einen

Connector einrichten miissen. Weitere Informationen E-'Imlt::gﬁs Ihr Cloud-E- 2
all-Abonnement.
Von: 4 .
en Diesmal MMQEkEth- E-Mail-Server Ihrer

| E-Mail-5erver [hrer Organisation V|

Organisation: Dies ist ein
Von dem lokalen E-Mail-Serves, den Sie

An: verwalten, Haufig wird er

Office 365\ Server an Office 365. ol lolaler Server
ichnet. N

R Y Y N N Y N N NV N Y VW VAV VAV A VAV A VAV a VaVaVaYaVal
‘ Weiter ‘ | Abbrechen |

For this connector, the transmission direction is reversed. From the local server to
Office 365
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Connector bearbeiten - Microsoft Edge

Connector bearbeiten

Dieser Connector bewirkt, dass Office 365 E-Mails vom E-Mail-5erver lhrer
Organisation (auch als lokaler Server bezeichnet) akzeptiert.

*Mame:

|hecei1.ne from Local Exchange Server * |

Beschreibung:

| |E"| outlook.office365.comyecp/Connectors/Inbound OnPremConnector.aspxfreqld=146159566917

A A A AA/AAV A/ A A A A AA/AAA AV AN
RMAYA A AAYAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVA VA VY

= O >

Weiter

Abhbrechen

Connector bearbeiten - Microsoft Edge

Connector bearbeiten

Wie soll Office 365 E-Mail von lhrem E-Mail-Server identifizieren?

@ Durch Uberpriifen, ob der Antragstellername des Zertifikats, mit dem
der sendende Server die Authentifizierung bei Office 365 vornimmt, mit
diesem Domanennamen dbereinstimmt (empfohlen)

o

| E'| outlook.office365.comyecp/Connectors/InboundOnPremConnector.aspxireqld=1461594833787

<

| mail.ci-solution.com

Durch Uberpriifen, ob die IP-Adresse des sendenden Servers mit einer
dieser IP-Adressen dbereinstimmt, die zu lhrer Organisation gehdren

Alternativ konnen [P -

Adressen verwendet werden.

@) Office 365 akzeptiert Machrichten iber diesen Connector nur, wenn
die Domane des Absenders als akzeptierte Domane fir lhre Office
365-Organisation konfiguriert ist. Weitere Informationen

— O >

-

Diese Option erzwingt, dass
alle E-Mails von lhrem
E-Mail-5erver iiber einen
sicheren Kanal, TLS
(Transport Layer Security],
gesendet werden. lhr
E-Mail-Server sichert diesen
Kanal durch
Authentifizierung bei Office
365 unter Verwendung
eines digitalen Zertifikats.
Office 365 Gberprift danm,
ob der Antragstellername
in demn digitalen Zertifikat
mit dem hier angegebenen
Doméanennamen
Gbereinstimmt. Der
Domanenname kann
Platzhalterzeichen
enthalten. Beispielsweise
sind "contoso.com” und
"*contoso.com” beide
giltig. Weitere

rmationen

Zurtick Weiter

Abbrechen
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If you specify a domain name here, this must be specified as an accepted domain
in the Exchange Admin Center. Alternatively, you can also specify the (external)

IP address of your server.
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Transport Rule, which forwards emails over the Send connector
Finally, you still need a transport rule that forwards e-mail via the Send

Connector. Below you'll find the required configuration of the rule.

Regel - Microsoft Edge = O x
& outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx?reqld=14615957998448 pwmcid=28&ReturnObject Type=18&id
Send identified messages to local Exchange

Name:
o "Send identified messages to local Exchange x |

*Diese Regel anwenden, wenn...

Der Absender befindet sich in... - Innerhalb der anisation

| Bedingung hinzufigen

*Folgendermalen vorgehen..

Folgenden Connector verwenden... - Send to Local Exchange Server

| Aktion hinzufligen

AuBer wenn...
o Die Absenderadresse entspricht... v et
oder
o Der Nachrichtentyp ist... hd Kalenderfunktionen
oder
o Ein MNachrichtenkopf entspricht... - Machrichtenkopf ,2X-Cl-MailPolicy-Key"

entspricht True’

1. Asusual ... Please enter a meaningful name.
rule applies to senders who are inside the organization.

3. You specify the previously created Send Connector. Through this connector
e-mails are routed/sent to the local server.

4. Exception: If the sender address is empty. Thus, Cl-Mail-Policy can’'t do
anything with it.
5. Exclude calendar items. These are not relevant.

6. Exception: The e-mail has already been processed by Cl-Mail-Policy. In this
case the message header "X-Cl-Mail-Policy-Key" is set to "true".

N
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Installation for Exchange Online (Office 365) in
combination with local Exchange (Exchange On-
Premise)

Perform the installation as described in Chapter 0. ClI-Mail-Policy can now
already be used for the local Exchange Server (on-premise). This means that
rules and actions of ClI-Mail-Policy will be applied to all emails which pass the
local Hub Transport. To extend ClI-Mail-Policy to emails sent from the cloud — you
must set up a smart host over which emails are sent. To do this, follow the steps
described in chapter 6.2. In addition, you need a receive connector on the local

Exchange Server. See the following steps on how to set it up.

Open the Exchange Admin Center (ecp). Go to Messageflow >
Receiveconnector to add a new connector.

Empfangsconnector - Microsoft Edge = O >
| B cisrv2012

Neuer Empfangsconnector
Der Assistent erstellt einen Empfangsconnector.

Es gibt finf Arten von Empfangsconnectors. Jeder Connector verfigt dber andere
Berechtigungen und Authentifizierungsverfahren. Weitere Informationen...

*Name:

Relay E-Mails to Office 365

Server:

|CISRV2012.cixlocal

Rolle:
(O Hub-Transport

(®) Front-End-Transport *-—
Typ:

(® Benutzerdefiniert (um =z B. Anwendungsrelays zuzulassen) *"

(") Intern (z. B. zum Empfangen von Intranet-E-Mail)

Weiter Abbrechen

Enter a descriptive name and select the options as shown in the picture.
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Ernpfangsconnector - Microsoft Edge = O X
| E'| cisnv201 2/ecp/ConnectorfMgmt/NewReceiveConnector.aspx? pwmcid =68 ReturnObjectType=18sstype=Mixed8

Neuer Empfangsconnector

*Netzwerkadapterbindungen:
Geben Sie die IP-Adressen und den Port des Netzwerkadapters fiir die Bindung an den
Empfangsconnector an.

-
IP-ADRESSEN PORT
(Alle verfiigbaren IPv4) 25
‘ Zuriick ‘ ‘ Weiter | ‘ Abbrechen

In this step use the default settings as shown above.
Empfangsconnector - Microsoft Edge R O g

| |E'| cisrv2012/ecp/ConnectorMgmt/NewReceiveConnector.aspx? pwmcid=12&ReturmnObjectType=" |

Neuer Empfangsconnector

Ein Empfangsconnector kann E-Mails von zahlreichen |P-Adressen
empfangen. Weitere Informationen...

*Remotenetzwerkeinstellungen:
E-Mail von Servern mit diesen Remote-IP-Adressen empfangen.

+ /-

|P-ADRESSEN

0.0.0.0-255.255.255.255 X

NATATAIAT AT AT A I AN IO I I IIN IO II IO IO IA IO T TINIINII IO TINININY
WAYAYAVAVA VAV AV N Y A A A A A A A A A A A AR A AT A A A A A

Zuriick Fertig stellen Abbrechen

In the next step, you specify from which IP addresses the connector is allowed to
receive emails. First, remove the default address. Now Add the IP addresses
which Office 365 uses to send mails. For a list of all IP addresses, see
https://technet.microsoft.com/en-us/library/dn163583(v=exchg.150).aspx.
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4 |P Ranges by region

Exchange Online Protection routes mail in the most efficient manner while maintaining compliance with our contractual obligations to our customers. With this in mind, the
below EOP endpoints are the current list of regional IPv4 ranges: however, these IP addresses may be re-provisioned without advance notice to another function within EQP to

Americas EMEA APAC
23.183.148.8/22 23.103.144.8/22 23.183.136.0/21
23.103.191.8/24 94.245.1208.64/26 23.103.152.0/22
23.103.198.8/23 184.47.8.8/19 23.1083.155.0/27
23,183.2080.8/21 134,170.101.8/24 23.103.155.64/27
64.4.22.64/26 134,170.171.8/24 65.55.88.8/24
35554167, P24 AL PRGN P A A AMTA544 G,

On this page you will also find a list of the IP address by region. After adding the

for your region relevant |IP addresses, the mask looks similar to this:
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Empfangsconnector - Microsoft Edge " O X

| |E'| cisrv2012//ecp/ConnectorMgmt/NewReceiveConnector.aspx?pwmcid=128ReturnObjectType="

MNeuer Empfangsconnector

Ein Empfangsconnector kann E-Mails von zahlreichen IP-Adressen
empfangen. Weitere Informationen...

*Remotenetzwerkeinstellungen:
E-Mail von Servern mit diesen Remote-1P-Adressen empfangen.

+ /-

|IP-ADRESSEM

23.103.144.0/22

04.245.120.64/26

104.47.0.0/19

134.170.101.0/24 ~

Zuriick Fertig stellen Abbrechen

Now create the connector by confirming the settings.

Open the properties after creating. Review and update "security" to the following

settings.

NAME \ & | STATUS ROLLE

Relay E-Mails to Ofhice 365
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Exchange-Empfangsconnector - Microsoft Edge *
E'| cisrv2012/ecp/ConnectorMgmt/EditReceiveConnector.aspx?pwmcid=31&RetumObjectType=18ud=85514334-316'b4

Hilfe
Relay E-Mails to Office 365

Allgemein
. . Authentifizierung:
¥ Sicherheit Geben Sie die Sicherhetsmechanismen fir eingehende Verbindungen an.
Bereichsdefinition

Transport Layer Security (TLS) *‘

[ Domanensicherheit aktivieren (Gegenseitige TLS-Authentifizierung)
O Standardauthentifizierung
Standardauthentifizierung erst nach dem 5tart von TLS anbieten
O Integrierte Windows-Authentifizierung
O Exchange-5Serverauthentifizierung

Extern gesichert {z. B. mit IPSec) *—

Berechtigungsgruppen:
Geben Sie an, wer eine Verbindung mit diesem Empfangsconnector herstellen darf.

Exchange-Server *
O Legacy-Exchange-5erver

[ Partrer

O Exchange-Benutzer

O Anonyme Benutzer

Speichern
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SPF Sender Policy Framework / Antispam

We recommend adding an SPF record to avoid having messages flagged as spam.
If you are sending from a static IP address, add it to your SPF record in your
domain registrar’'s DNS settings as follows:

DNS entry Value

SPF v=spf1 ipd:=5tatic IP Address= include:spf.protection.cutlock.com ~all

See: https://technet.microsoft.com/en-
us/library/dn554323(v=exchg.150).aspx#Howtodirectsend

Here an example:

Eintrag bearbeiten

Typ.

Prafix: Optional @
MName: dokmgm.de

Wert:

"wv=spfl mx ip4: 88.128.1 5G.1|95
include:spf.protection.outlook.com
include:mail.ci-solution.com ~all"
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Settings

In the upper area of the software, you will find settings (settings). You can drag

the form with the mouse to the left, then move up in the settings.

Cl-Mail-Policy - Set Rules - Get Action ® ci solution GmbH 2007-2017 Help
v ?.: Connect to Server e % Export/import ~ -EI Exit
E‘t% ﬁa CI-Mail-Policy - Administrati le not d to Server. Einstellungen zulezt gespaichert: ®
— It's not need to be connected to the Server for changing and apply the setiings. Sonntag. 26. November 2017 13:04:43
— -

L

General Information

User credentials to access Active Directory Homepage: Cl-Mail-Poli
Username: mailpalicy » @
Password: emrarwe Check user credentials RefreshAd Cache
Domain (FQDN}: ChLLOCAL

Internal Domains List - E

Set Mailbox Full Access fo user
Sample: domain.local

Internal Emails list -

Autodiscover Server Example: mail company.com // Server01 (restart senvice after change)
Office365: autodiscover.autlookeom

[ Search Contacts inside Acthee Dire cory, too (intemal)

General Settings
Language en-lUs
Color Scheme Defauk

Update Disdaimer in combination with Office 365

Usermame

Password:

Configure EWS Mailbox

Some functions requires a Membership in group "Cl-Admin'
[ Use Exchange Web Service [EWS)

ionGmbH - Cl-Mail-Policy OFFLINE MODE Registration: Registered to ci solutionGmbH - Remlingen Product Type: Cl-Mail -Policy.

Also, the color scheme can be set in addition to the language.

The console can be protected with a password.

See "Report Configuration", select the option "Send report". Thus, you get a
detailed report for each email by you can see whether your email was recorded
and processed through an action by a condition. It is usually much more
interesting is why your E-Mail was not collected. You realize it also what is very
useful especially when testing. Here, you can set whether the report is only sent
if sent from a particular email address. Thus they significantly restrict the

reporting and keep track.
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Export settings and import are ensuring the rules as well as to the Exchange if

multiple servers are to be equipped with the same rules. Also for the support it is

useful may send them to Exprotieren and us.
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Setting up a test environment

To test the software as well as new rules and actions, it is advisable to use a
filter which actions are limited to a user, a specific group or OU. So, you can test
alone, without that other users are affected. Proceed as follows:
1you create a user filter that uses for one or more users, groups, or OUs.
2.when you create a rule action select conditions "Sender is in user filter" and
specify the created filter there.
This setting can be used to test your rules and actions of all alone for a limited
range of"users".
Tip: Select the option "Send report" in the software settings under "Report
Configuration". Thus, you get a detailed report for each email by you can see
whether your email was recorded and processed through an action by a condition.
It is usually much more interesting is why your E-Mail was not collected. You

realize it also what is very useful especially when testing.
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Rule-creation: email Disclaimer attach

This chapter describes how to create a rule which appends a signature

Disclaimer (Disclaimer of warranties) to outgoing emails.

Create a new rule

First, create a new rule.

Cl-Mail-Policy - Set Ru

v ?': Connect to Server

% : Cl-Mail-Palicy - Administrationconsole not connected to Serwi
e Its not need to be connecied tothe Server for changing and apply the setting

New blank rule J

Userfiltars t§ Spam Add rule by wizard...

¥ Test fur speziellen Benutzer ME
: . Gﬂﬁﬂaﬂeﬂ in Pfad speichem
Signatures & Marketing

g3 Bereich Loschen

ﬁn convert to himl
Replacements

4 ChangeSender

[isclaimer anfugen
u.nhaader

Statistic & Log

Figure 1: New rule by clicking on "+" create

By clicking on "+" Wizard ("Wizard") typically opens.
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Define the name and direction of the shipping

Here, (1) to give the name of your rule and determine for which shipping direction
(2) this rule work. You have the following options:
1 Internally sent (internally sent mail)
2.recieved internally (from internally retained - if there are Multiple internal
Exchange Server .)
3 Products sent (to externally posted)

4 Products recieved (by externally maintained)

a WizardForm - 0O x

Rule Direction
Select message directions for rule

Rule name |E-Mail Signatur anflgen (extern) a

Rule works on messages that are:

[ Tinternally sent INTERNALLY SENT (Intern gesendet)

INTERNALLY RECIEVED (Intern empfangen)
= EXTERNALLY SENT (Extern senden)
|| Externally sent EXTERNALLY RECIEVED (Extern empfangen)

[ Internally received

[ Externally received

[ Mext > || Cancel II Help |

Figure 2: Rules Wizard - specify the name of (1) your rule and determine shipping direction (2) for which this
rule work.

Although they combined can select all shipping directions, this is really useful
only in rare cases. Select the direction of shipping therefore wisely so that you
configure no 'endless' mail delivery by an action next throws and results in an

infinite loop.
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Select in this example 'products sent", because the signature after external E-

Mails should be appended.
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Set conditions / rules and exceptions

In the upper field, you can define the terms / rules, exceptions are laid down in
the bottom box.

g WizardForm - O x

Rule Conditions And Exceptions

_,F' Add condition -

Rule will be triggered, if selected conditions will match:

message body not contains

sender in user filter "Test-Gruppe’

\ Priift E-Mail auf bestimmten Inhalt. Regel greift,

Einschrénkung auf bestimmte Benutzer wenn eines der Begriffe nicht enthalten ist.

(definierbar Uber User-Filter). Ein solcher Filter eignet sich, um zu priifen ob

Ideal um in Ruhe zu Testen. Alle anderen bereits eine Signatur enthalten ist (angefligt in

Benutzer bleiben von dieser Regel unberiihrt. Outlook z.B. durch CI-Sign oder eine andere
Software).

except:

= Back || Mext = || Cancel || Help

Figure 3: define conditions and exceptions
This step is optional. Nevertheless, the rules from the figure reflect a classic
application and are most frequently used in connection with signatures. These
are described in the following.
Rule 1: Here is checked whether an email contains certain terms. In this case
"Court", "HRB-9162"and "¢/ solution GmbH". These are terms from our signature
from the mandatory. Is one of the terms do not contain is to assume that the E-
Mail contains no signature yet. Only a signature to be appended by Cl-Mail-
Policy.
Use cases: This rule definition is usually used to check whether
. a signature in Outlook, OWA, inserted through other software, E.g. Cl-
sign.
In this case no more should be added to Yes.
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a user who has removed the signature and violated guidelines. In this
case, the signature can be - attached or you define more/other actions,
E.g. that the email is rejected.

the email will contain no signature because it was sent via a mobile

device.
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Rule 2: Determines that the action only for specific users will be running. These
are a "user filter" defined.
Use cases:
. Test alone, by restricting the rule on a few users (only on yourself?). All
others unaware of them.
. Restrict rules on parts of your company. This goes on user, group, OU
level, as well as for E-Mail masks (for example, *@ci-solution.com).
. In conjunction with mobile devices (iPhone, Android & co.): the first rule
verifies that already a signature in the email is contained. This can you
further "exacerbate", by restricting the rule only for users in a specific

group, namely the Group of users with mobile devices.

Define action - attach Disclaimer

In the next step, the actual action is now defined. Here you specify what should
happen if all conditions are met. One of the conditions set out in the previous

step fails, the action is not performed.

rd WizardForm - O x

Actions

¥ sddaction -

If conditions matched and exceptions NOT matched, apply selected actions:

to message. add attachments to message
add disclaimer to message
block message

e_~

Aktion hinzufliigen

change message sender
change subjed
Disclaimer / Signatur definieren delete delivery notify
delete range in message

delete read notify

run application

replace symbols in message body
restore message by Cl-Archive
save attachments to path

save message body textto file

send copy of original message to recipient

send messageto spedified recipient

i d by rd list
If conditions matched and exceptions matched, apply selected actions: G el Bl

stop rules process and skip next ules

zip attachments

< Back || Finish || Cancel || Help

Figure 4: Defining action - add signature / Disclaimer
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First the desired action on the drop-down menu select, in this example "add
disclaimer to message". 'Select disclaimer' then click on the link to select the

signature and edit. A new dialog box opens.

Add Disclaimer to Message x

CI-Mail-Policy CI1 SOLUTION

SOFTWARE THAT WORKS

Define your Disclaimer here. If not already exist, use a template or create a new.

[Templates |
1 P

J
HTM template: |C:\ngram Files\ci solution GmbH\Mail Policy\Disclaimer\Disclaimer.htm |Z|| LT L (DRI R 16 +
= ci-solution
o RTF template: |C:\Program Files\ci solution GmbH\Mail Polig/\Disclaimer\Disclaimer.rtf |Z|| Y
Text template: |C:\Program Files\ci solution GmbH\Mail Polig/\Disclaimer\Disclaimer.bdt |Z|| o >
| Special Variables |
= | HMvariables: |C:\Program Files\ci solution GmbH\Mail Policy\Disclaimer\_intern,htm |;|| LB [T GG ST Lo ;
o RTF variables: |C:\Program Files\ci solution GmbH\Mail Polig/\Disclaimer\__intern.rtf |Z|| 7
Text variables: |C:\Program Files\ci solution GmbH\Mail Polig/\Disclaimer__intern.bd |;|| >
| Disclaimer position I | Optionsl
I Top DUsedelegatesenderinﬁ)rmaﬁon
E[ DMdabowzﬁ)mardlim
®) Bottom || Foree set encoding to
o _IReplace intext: | -
Replace in HTM: | |
. : Make sure you add Impersonate-Permissons. See
Replace in RTF: | | Release Notes.
Replace in TXT:
| | [ lupdate sent items after change message.

Cl-Mail-Policy ©ci solution 2007-2013

Figure b: Disclaimer / signature & options select and edit
In this window, select the disclaimer / signature and set all related options:

(1) Here you can see a list of all signatures that are available. (You will find
this in the programs directory under program Files¥ci solution
GmbH¥Mail Policy¥Disclaimer). By double-clicking on one of the
signatures, it is applied to all formats. A signature "Disclaimer" is
included with the installation. You can customize these by clicking on
the Edit icon or an additional by clicking on "+" create. In both cases,
the Cl Manager opens. During the initial installation, this will be loaded

from the Internet. For a description, see the section: 711.71 ...Create email

signatures with the Cl Manager and edit.

(2) Select the signature of, which should be added. Select a signature from
the list as described in (1), or specify a specially created signature. If

you select a signature from a network share, enter the UNC path
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necessarily (¥¥Servername¥QOrdner¥...) on. Integrated network drives

especially are not always available, when no user is logged on.

(3) If you use so-called special variables in your signature, E.g. time-
controlled information, such as trade fairs, products, or other
announcements to integrate (keyword: signature marketing), then
specify the corresponding file with the content here. If you are working
with the Cl Manager, this is the __intern.xxx file (Chtm / .rtf / .txt).

(4) Here you define at what position in the email your signature is inserted
and "signature"marketing. Here are several options available:

Top: At the beginning of the email before the content.

Bottom: At the end of the E-Mail after the content. In this
regard, observe the option "Add line above forward".

Replace in text: Replace a specific text (E.g. "my sent from
iPhone") by the signature. Create best a unique "tag" which is
usually not in E-Mails for substitution, E.g. % iPhoneSignatur% %.
An email with Outlook checks written and MS Word changed the
E-Mail before sending. That can cause that your keyword from "%
test% %" word in "%<span class= SpellE >test<
/span>%%<o:p> < /o:p> < /span>"is. Mailpolicy (and any other
product :-)) may no longer recognize your original "keyword" and
accordingly no actions. This you must replace check and take
care. Allow to send a report. Here you can analyze exactly why a

substitution was not performed.

. Von m.guenther@ci-solution.com
Add above forward line / = | — —

Senden

insert above the
transmission line:

If enabled, searches CI-
Mail-Policy for the
transmission line and adds -
if found - one in the
signature.

l.e. If you select "bottom"
the signature is not

Cr..
Bec..

Betreff: AW MP - User-Filter

Hallo Manfred,
Signatur wird am Ende der E-Mail,
oberhalb der Weiterleitungslinie
Viele Grifle

/ eingefiigt.

Von: Biittner, Manfred

Gesendet: Donnerstag, 8. August 2| 3:15
An: Giinther, Martin
Betreff: AW: MP - User-Filter

Weiterleitungslinie
erledigt

Viele Griite
Manfred Bittner

e Cl SOLUTION
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inserted at the end of the entire email (answer / forward), but just above the
transmission line at the end of the first E-Mail.
Is deleted by the user in Outlook before sending the transmission line, she can
not be found by mail policy.
Email client from mobile devices (Android, iPhone) different format the
forwarding line or specify none at all. Here, there can be problems. Simply contact
us if necessary. We are always interested in developing the software.
(5) Here, you can set additional settings:
Use delegate transmitter information: Used AD sends the data (for
the signature) of the user who on behalf of another.
Force set encoding to: Set encoding, such as UTF-8
Update sent items after change: updated "Sent items" after an email
has been changed. In hindsight, the Outlook / OWA users can see that a
signature was appended. Important: The Impersonalisierung is a
prerequisite for this.
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How to...

...create and edit email Disclaimer with the CI
Manager

Internet Update £

The Cl Manager IS our program for the Cl-Manager is not installed. Do you want to downlead it now?
creation and editing of email signatures
and disclaimers. It is a WYSIWYG editor | [ men |

for signatures in the .htm, .rtf, and .txt

format. You may already know it from Cl-sign. The component is the installation

of CI-Mail-Policy not automatically installed, but downloaded the first call from
the Internet.

o al- ci-Manager ©ci solution 2007-2013 = g =
| | Start Extras &
Cl-Sign (P l ; sit) B RTFTAT auto ™ RTF | 3 M Cl-SignKonfiguration | G
a& g_ : ”‘Qy ||.(; j Ll 1 l"_' _J 'ﬁj “‘ . ? a ?’
‘5:5" Cl-Mail-Policy L o | =] Unicode auto TXT % Verteilen J
= -~ | RTRTXT RTF THT Internet Grafik Unicode.. HTM Starten
7V€I2€\Chl'lls... - - bearbeiten... bearbeiten.. Update importieren.. Spezialvaniablen: |__intem htm 2 =~ |mportieren -
Modus Extras Vorschau Cl-Mail Policy Hilfe
\.&! Editor ¥ HTML-Editor
ARIRICIE ROLUY s amo Tl -0—-%E S|
Dateien... § = =
= |A‘!-, - Aﬁ Standard - || Mormal = || Times New Roman = | [12pt =| B 7 I a & X E = £ = = - =iz =
Dateien Beschreibung
| ci-solution [(Feded YT WE BB E CEG (O QR D F]100% |
Disclaimer <body><font>
‘ariablen: i Variablen
ariable Beschreibung =
— Algerein— CI soLuTIon
@@givenName orname SOFTWARE THAT WORKS
@@initials Initialien z | g . .
s Nachname . "Basis-Daten" der Signatur. Die Variablen werden
@@displayllame  Anzeigennzme @@givenName @@sn mit Daten aus dem Active Directory gefillt.
@@description Beschreibung #Hitle
@@FhysicalDelive.. Buero - ; ) . .
o m Iy ci solution GmbH | Andreas Stableinstr. 14 | 97280 Remlingen
Mail: @@mail | Website: www.ci-solution.com
; Tel.: +49 9369 980441 | Fax: +49 9369 980443
g] Editor +++ HRB-5162 | Amtsgericht Wi g | Geschéfisfd Manfred Bittner +++
(g} Spezialvariablen/Marketing {##mymfo_1} Spezialvariablen (zeitgeteuert) fir Signatur-Marketing.
< Vorlagen Diese E-Mail enthilt vertrauliche und/oder rechtlich geschiitzie Informaticnen. Wenn Sie nicht der
i E-Mail imtimlich erhalten haben, informieren Sie bitt
G Statistik diese Mail. Das unerlaubte Kopieren sowie die unbefugte Weitergabe
o ' o Disclaimer / Haftungsausschluss
Support
Q ‘web-Schnittstelle < >

- ||| _# Bearbeiten EHTML |5 Vorschau |
£ Pfad: C:\Program Files\ci solution GmbHiMail Policy\Disclaimer | C:\Program Files\ci solution GmbHiMail Policyi\Disclaimer\Disclaimer htm | C:\Program Files\ci solution GmbH\Mail Policy\Disclaimeric

Figure 7: Cl Manager to create and edit signatures

Here you can create new signatures and edit existing. The figure shows a
signature that includes basic information about the user and the company, has a
range of signature marketing and at the end of a disclaimer. The user data is

drawn at run time from the Active Directory and included in the signature.
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Signature marketing or announcements and information of any kind could tie you
up directly in the signature. We recommend to use the special variable however.
They can provide you with a time stamp, so do it after without automatically
removed.

Almost no limits to the design are used to it. But that poses a
big problem. Their emails are considered by their recipients on
the various devices and with the various email clients. And
they have a sometimes completely different interpretation of
HTML which the signature represented differently (Web
designers know very well... the problem). The complex, your signature is built, the

variances are greater. Keep the signature therefore as easy as possible. It is to
take better light smears in terms of the layout in purchase, but to gain

consistency. You have more control over the appearance on the various clients.
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& 4|= ci-Manager ©ci solution 2007-2013 = P ==
_ Datei (Y Extras @
N o ¥ [ 7 & vum B 3, e 9
&% Cl-Mail-Policy| | % = ™ s "
: RTFITX * Internet Grafik Unicode.. = = HTM Starten Verteilen Importieren
‘f\iezewchnls... - - bearbeiten . bearbeiter Update importieren. Spezialvariablen: |_intem htm - g -
Modus Extras | Vorschau | Cl-MailPalicy | Hilte

{ '“'H;g e T 5 Spezialvariablen bearbeiten
ey Variable Zeitliche Begrenzung -mdglich
Variable myInfo_l

mylrfo_1 gittigab: | Fretag . 9 August 2013 Ev| b New

mylfo_2 e

mylnio_3 giltig bis: Y] Mortag , 30. September 2013 E~]  $ Loschen

myDisclaimer_Minchen ;a i

myDisclaimer_Bedin .

BILLYV s aBm9e|[T=3@- 8- B0

z:‘ﬂ, - Aﬁ ‘Standard '| Normal -

Spezialvariablen bearbeiter)|<body>

E ‘ Brandneu: CI-Out-of-Office LITE
Editor
— Der Out-of-Office Manager far MS Exchange
.j Spezialvariablen/Marketing ab 2010 und fdr MS Office 365 Cloud.
—
|| Vorlagen >> (I-QOF LITE -- kostenloser Download <<
& swisik
Fligen Sie Banner ein, kiindigen Sie
& s

Messetermine & neue Produkte an, ...
Q ‘web-Schnittstelle <

[ Besmbster EYHTML (& Vorschu |

4

£ Pfad: C:\Program Files\ci solution GmbHiMail Palicy\Disclaimer | C:\Program Files'ci solution GmbHiMail Policy'\Disclaimer\Disclaimerhtm | C:\Program Files'ci solution GmbHiMail Policy!\Disclaimer'c

Figure 8: Cl-Manager - special variables edit

You can use the special variable not only for signature marketing, but as a
variable text blocks. So, you can insert example company, location or
departmental-specific information. In the figure you can see
myDisclaimer_Miinchen and myDisclaimer_Ber/in.Can paste now dynamically in
the signature, by combining the special variable to an Active Directory attribute:
Instead of {##myDisclaimer_Minchen} or {##myDisclaimer_Berlin} in the
signature, use {##myDisclaimer_@@]l}. At run time is for @@I (= location or place)
Insert the location of the user. When an employee from Munich is thus
{##myDisclaimer_Minchen} and the corresponding Disclaimer for Munich is

inserted. Behind an enormous dynamism. We wish you lots of fun... ;-)
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...add a Image?

The Cl-Image-Manager is version 5.0.0.7 of Cl Manager available. Perform an
update of the Cl Manager if necessary.

In the menu bar of the Cl Manager for the group "Pictures" (here framed). About
"import / manage" takes you to the Cl Image Manager. Here, you can import new
graphics in the library, and you can edit existing graphics. The selection also

displays all the graphics available in the library (all graphics from the folder Mai/
Policy¥Disclaimer be displayed). Here, select a graphic to insert it at the current

cursor position.

MNeue Grafiken in Bibliothek importieren

und vorhandene bearbeiten.

RTF/TXT auto oy ' RTF e -
e - 2T X ¥
[£] unicode auto I JL T®T gy =
o D Importieren ‘1""} —l HTM™ Starten  CI-Sign Verteilen

/ werwalten

Konfiguration
Bilder Varschau | CI-Sign

Grafik aus Bibliothek auswahlen und an

Cursor-Position einfligen.

Figure 9: Import, edit and insert into the signature template graphics.

The selection is empty (i.e. present) still no pictures in the library, you must first
the desired graphics via "import / manage" Add. You can do this manually by
copying the images in the folder Mail Policy¥Disclaimer into it. After a restart of
the Cl Manager, manually added graphics in the selection are displayed.

Insert picture from Web

A graphic from the Web, add the button "Insert picture —— ——— =
from Web" a. In the window that opens, enter the URL (http://www...) to the
graphics.
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Note: no graphics are set in RTF displayed, make sure that they are located in
the signature directory! As well, these need to be directly involved, so as not
coming from a subfolder!

The Cl Manager helps you to insert the graphics properly. Some will be but also
other programs or even text editors for editing used. Hence this note.

In case of doubt with click right the graphic, choose image properties. The path is
displayed in the "source". Here stand only image NAME.JPG (or PNG, or GIF)

www.ci-solution.com



www.ci-solution.com

Page 55 of 72

CI SOLUTIOnN

SOFTWARE THAT WORKS

Variables
1. Spezific Variables

@@Sender - sender, one as an E-Mail address for information as well as

notifications.

@@Subject - subject of the email for info mail

@@MessageRecipients - recipients of the E-Mail

Personalized signatures you can use the following variables:

See manual ci guides.

The following variables maintained in the action BLOCKED:
@@BlockedRecipients, @@ProcessedRecipients

In addition to the @@Variables are also the ##Variables available.

2.Base-Variables

Tab english Label english Attributname Variable
Register deutsch | Beschriftung deutsch LDAP-Feldbezeichnung
General First name givenName @@givenName
Allgemein Vorname
Initials initials @@initials
Initialen
Last name sn @@sn
Nachname
Display name displayName @@displayName
Anzeigename
Description description @@description
Beschreibung
Office PhysicalDeliveryOfficeName @@PhysicalDeliveryOfficeName
Biro
Telephone number telephoneNumber @@telephoneNumber
Rufnummer
Other Telephone number otherTelephone @@otherTelephone
Andere Rufnummern
E-mail mail @@mail
E-Mail
Web page wWWHomepage @@wWWHomepage
Webseite
Other Web pages url @@url
Andere Webseite
Address Street streetAdress @@streetAdress
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Adresse Strasse
P.0. Box postOfficeBox @@postOfficeBox
Postfach
City @@|
Stadt
State/province st @@st
Bundesland / Kanton
ZIP/Postal code postalCode @@postalCode
PLZ
Country/region CO @@CO
Land / Region
Account User logon name UserPrincipalName @@UserPrincipalName
Konto Benutzeranmeldename
User logon name (pre-Windows 2000) sAMAccountName @@sAMAccountName
Benutzeranmeldename (Nt 3.5x / 4.0)
Log On To logonWorkstations @@logonWorkstations
Anmelden
Profile Profile path profilePath @@profilePath
Profil Profilpfad
Script path scriptPath @@scriptPath
Anmeldeskript
Home Folder local Path / homeDirectory @@homeDirectory
Connect to
Basisordner lokaler Pfad /
Verbinden von UNC (Pfad)
Connect to (Driveletter) homeDrive @@homeDrive
Basisordner verbinden von (Buchstabe)
Telephones Home homePhone @@homePhone
Rufnummern Privat
Other Home otherHomePhone @@otherHomePhone
Andere Privat
Pager pager @@pager
Funkruf
Other Pager otherPager @@otherPager
Andere Funkruf / Pager
Mobile mobile @@mobile
Mobil
Other Mobile otherMobile @@otherMobile
Andere Mobil
Fax facsimileTelephoneNumber @@facsimileTelephoneNumber
Fax
Other Fax otherFacsimileTelephoneNumber | @@otherFacsimileTelephoneNumber
Andere Fax
IP phone ipPhone @@ipPhone
IP-Telefon

Other IP phone
Andere IP-Telefon

otherlpPhone

@@otherlpPhone

Notes
Anmerkung

info

@@info
@@info_Enter
(beriicksichtigt Zeilenumbriiche)

www.ci-solution.com



www.ci-solution.com

CI SOLUTIOnN

SOFTWARE THAT WORKS

Page 57 of 72

Info00 bis info09
Liest Zeilenweise aus dem

Anmerkungsfeld

Organization Title title @@title
Organisation Anrede
Department department @@department
Abteilung department0, departmentl ,;*
Company Company @@company
Firma
Manager manager @@manager
Vorgesetzte(r)
Member of Member of memberOf @@memberOf
Mitglied von Mitglied von

Primary group

Priméare Gruppe

primaryGroup|D

@@primaryGrouplD

Further Attributes
Weitere Attribute

cn

cn

cn

@@cn

distinguishedName
distinguishedName

distinguishedName

@@distinguishedName

Language c @@c
Sprache
Extended xDatal xDatal @@xDatal
Attributes .. xDatalb
Erweiterte unter Exchange sind diese Felder die bei xData2 bis xDatab @@xDatalb
Attribute extensionAttribute 1..15. @@xData2x0 .. @@xDatabx0
@@xData2x1 .. @@xDatabx1
@@xData2x2 .. @@xDatabx2
UserDefined ov1 bis ovb Parameter Parameter

@@ovl] -+ @@ov5

empty

Immer geloschte Variable

z.B. fur Ersetzungen

@@empty / ##empty

employeeType

employeeType

AD-Variable unsichtbar

@@employeeType

personalTitle

personalTitle

AD-Variable unsichtbar

@@personalTitle
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##Variablen — Delte Line if variable is
empty

All @@V ariables could be used with ##Variable, too

is the variable is empty it removes the complete line out of the signature.
Sample:

Mobil: ##mobile

<font =size="2" face="Arial">
<br IH
Tel: B@EtelephoneNumber
Mobil: ##mobile

E-Mail: @Email

<br />
<br />
</ font>
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Rich text format

We recommend the RTF to keep easy format and to adjust in the direction of
TEXT. Use WordPad ™ for changes to the RTF templates. Graphics are in RTF
format when providers such as Hotmail. GMX, Google,... differently interpreted.
The appearance of HTML and text format is usually not a problem.

While the same mail in RTF format in Outlook will be shown correctly, can be
seen "only" a gray image many Web mail providers instead of graphics. Taking
into account that the RTF format makes up only a very small percentage, we

recommend signing a 'simplification' of the RTF.
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Error handling

Service does not start
The mail policy service is automatically started by Windows. The start can

sometimes take several minutes. It depends on the available resources.

Miscellaneous
Cl-Mail-Policy logs in the event viewer under applications. There you will find the

corresponding error messages.
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Service settings

We recommend the
following settings

under services:

First error:

Restart Service

Second mistake:

Restart Service

Third mistake:

Perform no action.

Page 61 of 72

Datei  Akbion  Ansicht 7

e |HEc=HF»m 0 ®»

. Dienste (Lokal) {} Dienste

al)

I Mail Policy Server
s Active Dirsctary-Do...
J; Active Directary-...
J; Active Directory-2:
s Adabe Acrobat Upd. ..
Anmeldedienst

Den Dienst beenden
Den Dienst neu starten

Anmeldeinformatia. .
. Anschlussumlsitun
L Anwendungserfafr...
Anwendungshast-H...
Anwenddngsidentitat
anwendungsinform. ..
. Anwendungsvernal...
Arbeitsstationsdisnst
| ASP.NET-Zustands...
aufgabenplanung
Automatische Kaonfi...

5 05 08 5 4 5 R

Basisfiltermodul
Benachrichtigungsd. .
Benutzerprofildienst
Blockebsnen-Sicher. .
CI Mall Policy Server
Claims to Windows ...
CNG-Schlisselisolat, .
(COM+-Ereignissystem
COM+-Systemani...

BELOBELOBEHE

DarnEnencon.
Mt diesem Di..
. Erstell, vervr..
Adobe Acrob.
Urierstiitzt e,
Erméglicht da..

Ermagicht di.

Yerarbeitet A,
Stellt Verwalt.,
EBestimmt und. .

Erleichtert da,

verarbeitet L.
Erstell und w.
Stellt die Unt..

Ermaglicht i

Wit dem Dien..
Das Basisfite..
Uberwacht 5.,
Dieser Dienst..
Der WBENGL. ..

Dienst zum K..
Der CHG-Schl.
Unterstiitzt d..
Yerwaltet die..

% Erweitert 4 Standard /

genschaften von CI Mail Policy Server (Lokaler Computer)

Algemein | Anmelden Wiedetherstelung | Abhangigkeiten |

‘wiahlen Sie aus, welche Aklion bei einem Dienstfehler ausgefirt wird.
Hilfe: beim Einrichten von ‘Wiederherstellungsaktionen.

Erster Fehler [Dienst niew starten |
Zuvseiter Fehler: | Dienst neu starten =l
Weitere Fehler [Keine Aktion durchfiihven =l

Fehlerzhier nach 0 Tagen zuiicksstzen
Dienst nach 1 Minuteln] neu starten

r Altionen bei Unterbrechungen mit Meustartaptionen
Fehlem aktivieren.

Pregrarom austiibrern

Progyamm

Befehlsesienparameter

I Fehlerzahlen aur Befetiseele Hingufligen (A=i=%1%]

Durchsuchen

ok | Abbechen | Obermehnen |
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Enter registration / license

In the settings, you will find the possibility to enter your license.

Cl-Mail-Policy - SetRules - Get Action ® ci solution GmbH 2007-2017

¥ Apply Settings ?.: Connect to Server [ % Export/import ~ -EI Exit

Cl-Mail-Policy - Admini i le not cted to Server. Einstellungen zuletzt gespeichent:
It's not need to be connected to the Server for changing and apply the setiings. Senntag. 26. November 2017 13.04:43

Register Cl-Mail-Policy

Registration: Registered to ci solution GmbH - Remlingen. Product Type: CI-Mail-Policy.

:.L

Usemame ci solution GmbH - Remlingen

User Quantity: |I()D—|

Date: 08.09.2008 [

Maintenance: |10

Serial: -

Product type: CI-Mail-Palicy .

& Apphy registration
Registration: Registered to cisolutionGm...

I. Registration

Registration type:

When the input to correct spelling (case sensitive)

In the best case, you insert the received license COPY & PASTE.

Check before you update that the License is inside support range. In case of
doubt, you can just send us an email.

The support period is from the date (= date of purchase) and maintenance
(service time) out.

A newer version will not run with an old license-key!
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FAIL events in Exchange Message
Tracking related to the
cimailpolicyreceiver transport agent

After installing CI-Mail-Policy, you notice that Exchange Message Tracking starts
to log a number of FAIL events related to the cimailpolicyreceiver transport agent.

In Exchange Message Tracking, the messages appear with the below properties:

EventlD: FAIL
Source: AGENT

SourceContext: cimailpolicyreceiver
Cause

Cl-Mail-Policy occasionally needs to 'split' a message because it needs to apply
different policies for different recipients, for example to send internal for one
recipient and deliver external for another. It does this by removing one or more
recipients from the original message and generating a new message for these
recipients. This results in a FAIL event in Exchange Message Tracking as the

original message does not reach the originally intended recipients.

Notes:

The removal of recipients is the only way to apply multiple policies to a single
message, no messages are lost due to this behavior

Similar behavior is seen when an Exchange redirect transport rule is used

What To Do
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The FAIL event appearing in the Exchange Message Tracking logs for this reason

is expected behavior and can be safely ignored, no action is required.
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Creating a receive connector, see
Exchange manually

The receive connector can install of CI-Mail-Policy (since version 2) running

Exchange 2010 / 2013 to be applied. In Exchange 2007 this must be applied
manually. Below you will find a step by step description.

EHchange—\ferwaltungskonsole

Meuer Empfangsconnectar. ..

Liste expartieren...

Ansicht 3

Akkualisieren

HilFe

Mi[=] E3
Datei  Akkion  Ansicht 2
= i
e A sl ol
£3 Microsoft Exchange #: Hub-Transport s e li 2[4 | Aktionen
s Organisationskonfiguration o Hub-T, t .
= & Serverkonfiguration [ Fiter erstellen HOALCE S
== Paostfach 5 Liste exportieren...
‘5‘;‘ Clientzugriff Mame = | Funkkion | ‘ersion | Exker =
o: ST a-5Rv2008 Hub-Transpart, Clientzugr...  Version &3 (Build 83.6) Ansich '
Em Unified Messaging G Akbualisiersn
?_, Empfangerkonfiguration )
&8 Tookbox Hife
-
il | 21| sryzo0s
7 GR¥2008 G Serverfunktion Maibo. .,
e . 52 Serverfunktion 'Clienta...
Mame - IStatus | §_|. Diagnoseprotokallierun. .,
§cl' b SRY2008 Aktiviert
o= IEn gL 'z Meuer Empfangsconne. .,
2 Default SRv2008 Akkiviert

Eigenschaften
HilFe

Open the Exchange Management Console (this Exchange 2007) > server

configuration > hub transport.

Create a new receive connector, name: "MailPolicyRecieveConnector"
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"]
Neuer SMTP-Empfangsconnector
L
[ Einfiibrung Einfiihrung
8 fauer Connector Dieser Aszistent hilft Thnen beim Erztellen sines neuen Empfangzconnectors auf dem
gewahlten Exchange-Server. m Eigenschaften zu konfigurieren, die in diesem Azsistenten
| Fertigztellung nicht angezeigh werden, wahlen Sie den neuen Connector in der

Exchangeenwaltungzkonzole aus und klicken im dktionsbereich auf ‘Eigenzchalten’.

I arme:
IM ailPolicyR ecieveConnecto]

Wiahlen Sie die vargesehens Verwendung fuir diezen Emplangzcaonnector aus:

IBenutzerdefinierl j

Beschreibung: &ktivieren Sie diese Option, um einen benutzerdefinietten Connector zu
erstellen, der zum Herstellen einer Werbindung mit Systemen venmendet wird, die keine
Exchange-Server sind.

Hilfe | < Zurlick | Wwheiter > I Abbrechen
Enter the port, here: 12756

4
Neuer SMTP-Empfangsconnector
.
[ Einflikrung Lokale Netzwerkeinstellungen
Lokale i Diese lokalen IP-Adressen zum Empfangen von E-Maill vensenden;
O Netzwerkeinstellu... . :
I{',:lHinzuFUgen... 7 Bearbeiten... /%
- Fietn]lote-Netzwerkei Lokale IP-Adrezze(n] | Part [
Tietscll [lle verfiioharen [Pvd-Adre.. 25

4 Meuer Connector %
| Fertigstellung Empfangsconnectorbindung bearbeiten E

U venmendende |IP-Adresze

* Alle auf diezem Server verfligbaren IP-Adressen
werwehden

J " Eine IP-Adresse angeber:

Beispiel: 192.165.1.10

Zu venmendender Port

Part; * |1 2756
Geben Sie den FLUDM an, ¢
bereitstellen zoll
| Ok | Abbrechen |

[Beispiel: mail.contoso, comj

Hile | <zuiick || weier> | abbrachen |

In the IP address range you wear as a starting and ending address: 127.0.0.1 a
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a
Neuer SMTP-Empfangsconnector
I
1 Einfihrung Remote-HNetzwerkeinstellungen
Lokals E-Mail wor Servern mit falgenden Remate-P-Adrezsen emplangen:
O Netzwerkeinstellu... e " ! i
I:E,'BHlnzuFugen... - 7 Bearbeiten... /%
Fieérrii:te-Nelzwerkei Remote-IP-Adresse(n) |
" 0.0.0.0-255. 255 255, 255
. Meuer Connector
; Remoteserver bearbeiten - IP-Adressbereich
_ Fertigztellung
Startadresze:
j127.0.0.1
Beizpiel 192.168.1.1

: ) Endadresze:
\I" j127.0.0.1

Beispiel 192.168.255. 255

Abbrechen |

Hile | <zuiick | [ weier> | abbrechen |

It is a summary. Click on "new" to create the receive connector.

a
NMeuer SMTP-Empfangsconnector
-
[ Einfiihing MNeuer Connector
Lalels Der Aszzistent verwendet die folgende Konfiguration. Elicken Sie zum Fortzetzen des

B Netzwerkeinstellu... Worgangs auf Neu’

Femaote-Metzwerkel | Konfigurationszusammentazzung:

iichoen ‘%J MailPolicyRecieveConnector A

[ Meuer Connectar I .
Mame: MailPolicyRecieveConnectar

A Fertigstellung Typ: Custom
|P-tdresseln]:
[&lle verfligbaren IPvd-Adreszen] Port 12756
Remate-IP-Bereichie]:
127001127001

Diruicken Sie STRG+C, um den Inhalt diezer Seite zu kopieren.

Hite | <zuiick || MNeu ﬂ Abbrechen

Now, double-click the newly created receive connector

"MailPolicyRecieveConnector" and select "Basic authentication” under
authentication .
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MailPolicyRecieveConnector Eigenschaften
fs: Hub-Transport _
.-’-‘n.IIgemeinI Metzwerk] Authentifiziening [|Berechtigungsguppen

: }* Filter erstellen -
Mamne =~ | Funktion Geben Sie an, welche Sicherheitzmechanizmen fur eingehends Yerbindungen
ﬂﬂs SRVZ2003 Hub-Transpo verfugbar sind. 4
[ Tranzport Layer Security [TLS]
[T Domanensicherhett aklivieren (Gegenseitige TLS-Luthentifiziemmng)
¥ Standardauthentifizierung -
P | [~ Standardauthentifizierung rur nach dem Starten von TLS anbigten
T5: SR¥YZ008 [T Exchange Server-tuthentifizienung
EmpFangsconnectars [T Integrerte "Windows-Suthentifizierung
Hame = [ Estern gesichert [zum B eispiel mit IPsec).

¥ Client SRYZ008

2X

"7 Default SRYZ008
‘_!_:c'! MailPolicyRecieveConneckor

0K I Abbrechenl [bermehmen Hilfe
Il
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Change in the register: permission groups. Activate here: Exchange Server

i MailPolicyRecieveConnector Eigenschaften E |=
f=: Hub-Transport |

o tligemein | Metzwerk | Authentiﬁzierun;[ Berechtigungsaruppen |l a
It Filter erstellen

Marne = | Funktion Geben Sie an, wer berechtigt ist, Yerbindungen mit diesem E mpfangsconmnectar

ﬂ]s SRV2003 Hub-Transpo herzustellen. »

[~ Anonyme Benutzer

[T Exchange-Benutzer

¥ Exchange-Server *“ -

4| [T Legacy-Exchange-Server
. SRYZ008S [~ Partner
Empfangsconnectors

Mame *

P2 Client SRY2008

27 Default SRY2008

'E! MailPalicyRecieveCanneckor

(1] 4 I .ﬁ.bblechenl UI_:nemehmenl Hilfe |
Il

= MailPolicyRecieveConnector Eigenschaften |=
fs: Hub-Transport |

e Allgerein ifizi i

¥ Filter erstellen Netzwerkl f—‘«uthentlflaerungl Berechtlgungsgruppenl -

B
Bame _— |Fun|¢ian !i—l |MaiIF'u:nIic_l,lFEeu:ie\-'el:onnector
2= SRv2008 Hub-Transpo N

Connectorstatuz,  Aktiviert

Geandert: Freitag, 25. Oktober 2013 16:12:25
1 | Protakolliergrad: IKeine "l
- SRY2008 Geben Sie den FADM an, den dieser Connector als Antwort auf HELO oder

EHLO bereitztellen soll
IS R 2008 cis2008 lacal

[Beizpiel: mail.contozo. com)

EmpFangsconnectors

Mame =~
77 Client SRY2008

- Default SRY2008 Marximale Machrichtengrdie (KB -* [10240

E MailPolicyRecieveConneckor

Abbrechen | Obemehmen| — Hite |
]l

The maximum message size is set in the General tab. If necessary, adjust this
value to the size of the other connectors. Default = 10240 = 10 MB
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Possible errors

If you recelve an error message at 'e Failed to connect ko Receive Connector,

! Test Exchange SMTP Failed. Session log: <<:220

this point, check the user, group, and ™ WIN-WP63275RLTZ.citest.local Microsoft ESMTP MAIL Service
ready at Tue, 3 Nov 2009 12:40:55 +0100
password again. ScfHLO

<<1250-WIN-WP63275RLTZ citest.local Hello [127.0.0.1]
250-5IZE 10485760

250-PIPELINING

250-D5M

250-ENHANCEDSTATUSCODES

250-AUTH LOGIN

250-8BITMIME

250-BINARYMIME

250 CHUNKING

=2 AUTH LOGIN
< <1334 YeNlcmShbWU6

> QWRESWSPCIRY Y Rvig==
<< 334 UGFzc3dwemQb

>>:‘0‘*****"0‘*
<535 5.7.3 Authentication unsuccessful

Known issue with Exchange 2007 Service Pack 3

a
Neuer SMTP-Empfangsconnector
i
[ Einfiikrung Fertigstellung
Lakale Der Azzistent konnte nicht abgeszchlozzsen werden. Klicken Sie auf 'Fertig stellen’, um den

Agzziztenten zu beenden.
YWerstrichene Seit: 00:00:00
Remote-Metzwerkei | Zusammenfazsunag: 1 Element(e]. Erfolgreich: 0, Fehler: 1.

B Wetzwerkeinstelu. .

petchnoen =>.:J MailPalicyRecieveConneckar e:} 2
[ Meuer Connector

: Fehler:
[ Fertigstellung Fehler bei Active Directorp-\organg mit exchange?. - . Bei diezem Fehler ist

kein Wiederholungsversuch moglich. Zusatzliche Informationen: Falscher Parameter.
Active Directory-dnbwort; 00000057 LdapEmr: DSID-0C090E 38, comment: Ermor in
attribute corversion operation, data 0, vece.

The requested attribute does not exist.

Auzflibrungzversuch eines Exchange-vWenwaltungzshelbefehls:

new-A eceiveConnectar -Mame M ailPolicyR ecieveConnector' -Uzage "Custom'
-Bindingz "0.0.0.0:26°'0.0.0.0:12756" -RematelPRanges "127.0.0.1-127.00.1" -Server
'EXCHAMGE 2"

Werstrichene Zeit: 00:00:00

Hilke: | £ Zurnick | Fertig stellen I Abbrechen
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It is a known issue from Microsoft. It occurs because the Active Directory schema
for the installation of the Service Pack 3 has not been updated. You will find help
here:
http://support.Microsoft.com/kb/2457729/de or
http://support.microsoft.com/kb/2457729/en-us
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Feedback and contact

If you have questions, criticism or suggestions you can contact us like below:

Email: info@ci-solution.com

Fon: + 49 (0) 9369 / 980-441

Fax: + 49 (0) 9369 / 980-443

We are sure that our software will help you solve your problems and appreciate

any feedback.
We would be pleased about your customer voice.

http://www.ci-solution.com/kundenstimmen.html

A word about our support:

We are always available for you. Technical details of your Exchange Server, or
network should clarify them with the contact person in your home or your service

provider before you contact us. Just as we move forward efficiently.

If you have, for example, no rights for the Exchange Server, then we can be like

we want to help you, not help to establish.

With kind regards

ci solution - team
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